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Abstract

The security of the digital space depicts a new facet of the national security
of each country; therefore, it is necessary to parallel the rapid development
of information technology applications by recognizing the country’s key
infrastructures that are vitally dependent on information, and by planning
to protect these infrastructures, the development of the country in achieving
the goal of becoming a knowledge-based society. The country’s tax affairs
organization, which deals with sensitive data and information, benefits from
the cloud. Presenting the conceptual model of cyber security maturity in the
cloud space of the taxpayer system of the country’s tax affairs organization
is the main goal of this research. In this research, based on high-quality
documents in the cyber field and using mixed research methods (quantitative
and qualitative), an integrated interpretation of the findings obtained from
qualitative studies was conducted, to achieve a perceptual level and present
a conceptual model. Experts were selected using the Delphi technique.
The validity and reliability of the research have been confirmed by the
professors. To identify the dimensions, components, and indicators, using
the theoretical literature and studying the previous research, first, 139 studies
were evaluated using the CASP tool, and finally, 19 studies were selected.
Selected studies were coded using MAXQDA software, and finally, 51
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indicators were calculated. These indicators were shared with 16 experts through
a questionnaire, and the final indicators were extracted for model design. The
obtained model includes 3 dimensions, 11 components, and 51 indicators.

Introduction

In this research, the solutions and strategies of security risk management in the
cloud space of the Taxpayers’ system of the Tax Affairs Organization of the
country are discussed. One of the challenges ahead is that some organizations
may have concerns about online access and security in the Cloud. However, with
the benefit of cloud space, the country’s tax affairs organization can improve its
performance and efficiency and fight related challenges. Meanwhile, the lack
of preparation for crisis management and recovery after attacks or technical
problems can also become a risk. To deal with these risks, the tax affairs
organization needs to carefully implement security strategies and policies and
use modern security technologies and solutions. Also, personnel training and
continuous updating of security technology are of particular importance. It should
be noted that in addition to the mentioned cases, performance management and
optimal operations in the cloud space require special skills and capabilities, and
it is necessary to transfer things to the cloud space that can reduce costs from
another point of view, legal questions related to data protection, information
Confidentiality, and the possibility of changes in policy settings may lead to
security issues in the cloud. To deal with these risks, organizations need risk
management strategies, implementation of security standards, increasing
awareness of threats, and continuous updating of technology security (Tabatabai
and KarimkhaniZandi, 2015).

In addition, it is essential that organizations choose the most reliable and high-
security providers for cloud services. Because the use of cloud space in the
tax affairs organizations of the countries, as an effective approach in data
management and information systems, has been highly effective in increasing
the efficiency and organizational facilities, this will entail significant risks.
Therefore, to reduce these risks, the tax organization needs to have continuous
updates in the field of information security, use advanced security technologies,
promote training and awareness processes, and also comply with national and
international security standards.

For this purpose, this research seeks to provide a conceptual model of cyber
security maturity for the cloud space of the taxpayer system of the Tax
Administration of Iran by focusing on cyber security management standards,
analyzing cyber security maturity models, and using the opinions of experts,
specifying the components of the cyber security maturity model. In general,
people related to this system and direct and indirect supervisors need to know
things such as insufficient protection against unauthorized access to servers and
physical facilities, which may be a risk, increasing the volume of information
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and transactions, which requires a scalable and scalable tax system trust is,
Failure to comply with security and technology standards that may lead to
security vulnerabilities, lack of assurance of data trust that information in the
cloud may be compromised and out of trust due to management mistakes or
Cyber Attacks, and in this regard Have the necessary knowledge.

The need to make changes in tax laws and the legal system, on one hand, and
the need to optimize tax technology on the other hand, may create challenges
in the tax system. In this regard, non-compliance with security and technology
standards may lead to security vulnerabilities, and the increase in the volume of
information and transactions requires a scalable and reliable tax system.
Scalability and capability in managing system changes and updates are important
so that the organization can quickly adapt to technological developments and
new needs.

In order to implement and protect this system, we need to define different
departments with various responsibilities and collect the necessary information
in this field, along with daily, weekly, and annual monitoring, and prepare and
compile the necessary reports.

The implementation of this monitoring will improve the functioning of
the system, establish more security, and prevent intrusion, sabotage, and
manipulation in this field. The obtained model can result in increasing the
security of critical infrastructures in the cyber field, and the decision of national
managers to implement the maturity model of cyber security at the national
level, and in line with the review and assessment of the state of cyber security in
the cloud space of the country’s tax system.

In the following, it can be mentioned that conducting this research is important
from the following aspects: due to the sensitivity of tax information, it will be
vital to provide strong and effective solutions to strengthen the security of the
cloud space in the tax affairs organization.

For example, regarding the violation of personal privacy and internal intrusion
into the system, and before that, preserving the privacy of citizens’ tax
information is one of the main challenges, and any violation can lead to legal
and credit problems, as well as unauthorized access or destructive activities by
internal people. Organization personnel are one of the significant risks.

Also, regarding Cyber Attacks, cyber threats may target tax systems and
manipulate confidential information. In general, migration to the cloud requires
changes in the configuration of systems and software, which may lead to
challenges.

Meanwhile, dealing with security threats in the cloud is very important because
sensitive tax information may be at risk.

Finally, it can be said that carrying out this research led to things such as:
identifying and analyzing security risks and threats related to the use of cloud
space in the taxpayer system of the country’s tax affairs organization and
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providing a cyber security maturity model for this system, providing risk
identification methods and the security threats in the cloud space, the risks in
the Taxpayer system and their effects on the operation of this system will be
identified.

Methods and Materials

The research method used in this study is mixed (quantitative and qualitative).
To better understand the effective factors in securing and to examine the various
dimensions of cyber security maturity models and their indicators, and to design
a conceptual model of cyber security maturity for the taxpayer system of the
country’s tax affairs organization, a metasynthesis approach is used.

Compared to early qualitative studies, this approach is far more suitable for
generating theory. This approach can be used to support the existing theories,
interpret and explain them more precisely, and also to complete the theories
(Abadi Jafari, 2018).

Quantitative methods are used to validate and test the model obtained by the
metacombination method. In this research, the Delphi technique is used to
evaluate and validate the model and confirm the relevant components and
elements. The Delphi method is one of the data collection methods.

Keywords: Cloud Space, Cyber Security, Cyber Security Maturity Model,
Security Risk Management, Taxpayers’ System.
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